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Coral Consortium Close to Completing
Specs for Multiple DRM Framework

Microsoft Remains Outside
the Fold but Is Showing
Greater Willingness to

Support Interoperability with
Other Suppliers’ DRMs and
Non-Windows Devices

By PETER LAMRERT

The latest attemgt o creaie an interoper-
able framework for incompatible dagital
rights meanagemenl sysiems is now closer
i success ten any previous cffon, bt i
rermaing (o be seen whether the effort will
prowe irmesistible w0 market power louses
Microsofl and Apple Comguater.

The Coral Consomium, supported by a
beoad range of contend, service provider,
consumer clectrondcs and information tech-
nidogy companics. hopes o issue drafi spoc-
iftcations that would allow DREMs o talk o
cach other by mid vear. B, so far. the only

GRIDLOCK | fim 19
any particular DRM system. since many
DEM s “allow one or mare link protectson
sysbems (0 be puthorized os exporis or out-
paks,” Tayhor says,

“The server re-wrps thal into sian-

dardized link protection,” be explains. “I7

content on a set-iop box, for example, is
protected on the way into the home, we
enuble that conent o be strenmed from
that [set-lop] oo display device, We
think we'll meet most shon-teem needs
of consumers.

Initially, rather than enabling device-io-
device downloading or production of mul-
|||'||: capies ol a video ar song, “miosd fimk
prodection systens on the market wday are
wypically simpbe and desigined 1o suppor &
defined set of use cases, primaorily stream-
ing et and video,” Taylor says. “Since
streaming s the dominate case, we fell tha
in 5 the mosd pragnatic case o enable con-

alimmer of hope for suppon from either
Mlierosofi or Apple rests in Microsoft's
pamticipation in the Digital Living Metwork
Alliance, which s weighing adoption of
Coral specs as part of its home netaorking
mitiative,

Clearly the winds of consumer frustration
e blowing against the restrictions. imposed
b incompatibility, as Apple and its iTones
content punners. ane feuming in Frince,
where oulrige over such restrictions hos led
o nction by policymakers. AL press time the
parlumenl wis werghing o ko requinng
that Apple make its rTunes online mss: and
vileo service dmwiiloadable (o devices ofher
than Apple's iPod—an evemt that industry
afficials sugges! is the tip of a comsmer
revolt againest all incosmpatibe Ivemet vidieo
amel adien services and access devices,

Anticipation of such consumer frusimtion
waks it kezy driver i the founding of the Coral
Comsortinen which, a Hite over o year ago,
completed vs iniiad Corl Ineropenaibility
Fnlnuwvi:-rk ihi el As with I|1:|:| 1:|:rip'|:.ut
werspon, the March 2006 ul'uJ:uE 1% sivail-
alsle For evaluation theough entity by -cntity

SUMETS W 308 Cnpiying miedia across their
hoime neteorks.

“For now, it's basic viewing and ren-
dering,” he adds, In time, the olliance will
nclelress “tnckier tssues aroumd Mo
and L‘i:]l_l.'j:'lg amil x_'.-nk:hr':mu.-n:iq:-ul, WEras
the initial experience of enjoying the
contemt aeross the network.” For that job,
DMA mary well driver from the work: of
the Cornl Consortium,

HF in FL"hnlar_',: annoiced an LT ]
with Stare Entertainment Grodp 10 co-mar-
ket Sare” Vonzo video download applici-
tion and service with HP and Compag
consimer nolebook PCs. *“Mow ihere wall
b a mubiplicity of models and avenues
for contem.” says Bob Greene, sensor vice
president. Advanced Services for Starz
Entedainment Groap, “MNear term is PCs
The mexi shnge sl b g cowmbaniiom ol
poartalile desvices end media extenbers tial
take condent from a PC and play it on the

M | ScreenPlays | Fora FREE subsenplion go w0 wwessons

Jood; Loy, proiglen, Coral Consortinm, SVP,
raarecleredy el cosmmendly dnitiarives, ledertrst

ngreemens, Feadback From evalostors will
imdorm the firsl public relense by mid-2006,
Although not yet as lange us the DLNA,
the Cond Comsortium enjins paicipation
See DRM |22

TV, and I°d sy thirse devices are 12 imonths
away from market impact”

But while link protection represents
n substantial, in-home content <hanng
hmqkllrrnugl:, i diwss nok pssune exchange
of |!-1.'nt‘|:nim|h andd other business rules
amiong DRMs, notes Jack Lacy, president
of the Coral Consortium., “Link protection
1= mot ot all at odids with our approach”
Lacy suys. "E_il:ncmll:,' DTCF 15 used (o
lalk Berween one device and a renderer,
The content gets enpacked by the orgi-
nating DRM and owtpatted into & pro-
tected DTCP channel approved by thot
|1rir[i|m|i11.11 G

But to make DRM-10-DREM conversmain
wniversal among all seevers, comralbers,
players and rendering displays in the home
network, DTCP nesis additional help frim
un mbermedinry iMLﬂ:ITt'.I'.I!‘IIIiI':‘ Frarmie=
winrk, such i Cosal's, This b5 w0 becatse

see GRIDLOCK | 22
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DRM |ﬁrln|ﬂ
froam mugor players from the conbert and
service provider commumities, including
the Motion Pieore Associotion of America,
America Online, Twenticth Century Fox Film
Corporation. NBC Universal and Cormcist
Mew Medin Development. The majority of its
members, incloding Cisco Systems, Hewdett
Pockard, Intertrust Technologies. Indeto
Aceess. Philips Electronacs, Mutsushita Ebec-
tric: Induserial Co., LG Elsctronics, Mogomodn,
Sumeung Electronics. SeoureMedia, Somy
ama] Werimatrix, represent the consamer
electronics, IT and security inbustries, Coml
Consortinm member overtap with DLNA
includes Comeast New Media, MPAA. HE
MutsushitnPanasonic, Samsung and Sany.

In basic ferms, consortiom documenis
sy the Coral Inferoperability Framesmnrk
levermpes service-onented anchitechunes
through which “trustworthy services com-
muricile with one another vin tnsted
imterfiwes to exchange whatever informtion
15 regquired o mitigate differences among
chifferent DEM systems [for the purpose of|
providing tramsparency to end wsers”

Achieving tas end presents an uphill
bastile i greal pan becise DRM-enablel
appresk:hes o (B medin delivery devel-
opesl aver the laa hall-dosen vears “were
designed not o be ieroperable,” says Jack
Lascy, president of the Coral Consartium,
amd senbor vice president, standands and
commnily initElives, for Intertrusy

“Initial DRM 5u|:!'-]i.€_~rx pcmnmhd conlerl
j'I'H'I'.IiEI'N o sndT their comient (ko mono-
lithac channels thet won't leak oo rencdom
odlier places,” he says, adding that this
appreach proved sensible so long as devices
were “iethered” o cach DRM-enabled clean-
nzl, such as iTunes or Microsoft T -based
IPFTY services operated by ATET, Briush
Telecom or Swissonm.

GRIDLOCK |ﬁw-.uﬂ

the business rules wribien imo the origi-
nating DRM will imeriably incorporate
lomits on which kinds of devices, codecs
andd TRM: are allowed o play the conlent
For example, the Apple [Tunes FairPlay
DR may pre-asthorize unwrapping of s
condent into a DTCF protecsed Lok, but it
miy mial specificully mithorize ne-wmpping
of the content bvo o Windines Media or
RealMetworks Helix DREM ar the oteer end
of that link.

Mo, he says. the “ethered” e is end-
inz. “Dhevices are no longer associated with
one operating svstem. People want con-
tent b play on all their devices™—a desine
thwazred by the “monolithic™ platforms.

Rather than secking to standardize o
single DRM approach, the Coral Consortium
set out o “standindive the interoperability
itsell im0 way that allows all devices to share
ol the necessary daty while also providing
everyone im the valoe choin flexibility to
o things they want 1o do, Lacy says, Thst
fhexibility regquires that Coral define ways o
ennble vorous DEMs o exchongs business
rules, enabding a conswmer [ pet coptend vin
ome channe] and technodogy and make it play
in devices as=ocited with oiher chonnels,

“We e nod cresting DEM.” he says.
“Wle"re creating o Bover that aflows DM
systems b exchange information.”

DLMA member and Coral co-founder
MatsushitaPanasonic believes effors like
Cowal are critieal g0 moiding consamer con-
fusion and unworkahle device costs, either of
which could seall the market. “Many DRMs
are adrendy sucoessful m the marketplace,
and seropersinon armiong themn seems fo be
the only way o address thas withoul having
e buill every DEM into every device,” siys
Peter Funinon, vice president, iechnology pal
iy, gowermment and regulagion for Panasonie
Corporution of Morth Amenci

“Technology can eventually solve jusg
ahout everviling, but not without a cost,”
Fannomns SAVE, “We can find & Wiy 1er enablke
ik DEM o hand 11|T s k.zj.' LW sl e 1
another witlsar compromising what each
DEM proivises o do.”

Ideally, Lacy noges, wide adoption of the
spec will allow consumess i lecale all the
ozt on their private home nepworks and
s 11wkl geiting o message tat | can’t
play it becanse | don't have the right DRM.

In swch scenarios, the consumer can
only conclude that the content owner,
service provider or device maker has arbi-
trurily prevented him from wsing what he
padd for, Lacy says. “Unless the onginal
content provider pre-authorizes a spocific
us, you il need 1o make those DRMs
and devices and services interoperable in
the kome network.”

Either each coment provider and
DEM supplier must make one-off agree-
menis with every other vioble content

n Iiuﬂrﬂqsl For a FREL sutsrmpton go- to s screenplonsmag com

Hewunng Mefda, growp prodinc
g, Microesit TV

1 the interapersble brund maork is there. the
consumer cnly needs 10 know that the devie-
s nnd services with that mark will work.”™

High-profike nomes missang from Coral s
rotls—auch os Apple, el and Microsofi—
represent companies “with the greatest stuke m
the monofithic approach,” Lacy savs. “Iicmo-
sulk hns its oam npproach; they ane mberoper-
able s Jong s you use their stff, Apple is
that way too. Rather than argue whether they
should partscipitte, our job is o pet something
ol thene im the sy of an interoperihility
frumework for them to Jook on”

Microsoft angd i content pariners may
be shonw o alter their early model of supphi-
er-fo-sipphier mteroperition deals in favor
of the mode] Coral proposes, Micrmedl
already has built a large proprictery [RM
evisystemn embracing TV set1ops, Win
dows Medin Canter PCs, portable media
plovers and mobile devices,

“Thiere will be set-top bokes, but also ofler

See HHH1I4

f—n-F

and DRM supplier, he sdds, or the indus-
iries must agree on o common framework
and specifications for localized, home-
network exchange of DRM information,
Headwiy om both Tronts is being made.
Micromofl, for example, has reached
such agreements with other major DEM
suppliers incleding RealMerworks and
Open Mobile Allinnce (OMA ), At the
sapne e, the Coral Consortiem added
L1 e members to ks interoperabilitg

effor in February. B
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the content field who understands the
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you need to be.
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dievices,” sayvs Hemang Mehia, group produc
mansager, Microsoft TV division, “The way the

through nules imegral w0 an IPTV provider’s
Micresaodt TV platfon, be says,

“If o huarve mibes that say consent may
miowve by e devices, only then is it made
availohle” Mehta explains. “If you assume o
e for that, bow does the other device decode
amel clecypt fir play? A thet stge, it's o matter
of eisumang that the devios has been validsted
at somne Jevel in terms of its security capabil-
ity Migrosoft DREM is moving sonnd specific
device smd specific user. Once vou hive that,
woun Can entorce (hie miles

Microsofl's IPTV Ayl u|'r|:‘|€;.|]~. |‘n1|'|54.'u-
larly bo coment owners because it provides o
oonten custody chedn that runs all the way
specitic end users, thanks to multiple lnvers
of '\r:n,:l.!l'il:,l, in;,:lqlrJi:ng usc;lp:-p:muwhm i
Effiance, perstent protection via encryplion
anel swbemecation of specilic users, Mot
says, “Classic DRM addresses povemance
and persstent protection, but with IFTY you
adel the authentication—this is Kathy and she
i oz sat-Logh anel ome mobile devics.”

With that foundation, it becomes possible
io extend the three layers to over-the-top
Intemnet contenl. he adds. “11's easier (o step
dowwens from TFTY than it s 0 step up from
over-the-top, I IPTY, broadbannd providers
are going after the iriple play, so cleardy then
i a channel that sits alongside the IPFTY
delivery engine thoi albows doto o be sent to
otheer devices i the howse, The servce pro-
viders are grappling with how many devices
they're going 1o suppon.”

Lacy suggests thai the Coral Consentium’s
specificabions will oddress the suthentico-
tin issme, Coral conceptual demonstrations
combenyplate scenarios inwhich “one deviee
says to another device, *I want 1o play this

oontent moves i based on governonce upplied”

Ca » DTCP _._JI'.‘..I-"IIH H___.,I-H:H'.:F
Fermitted outpuis - Permirted copy-ance: - Fermisted outpats: = Pemiteed outputs
1394 wiDTCR =" OVD wiCPRM =" 13 wDTCr DVl Wy HDCE
V1 wiHDCR =
CAllowws _OVCP Licensw CPRMLicone auun | HDCF License
I
ca___, _oTee_ LCPRM, o CPRM_ L
=" £EE | o - - T
HOO-& Crel Bapordar [

The chair of comnertfvity in [k Tramsonlssion Cotend Prstection,

content,” and the manager poes out and mego-
tiates either locally or out on the network o
zuin authentication,” he says,

Such processes must remain framsparent
tor the comsumer, he adds, describing another
sCERARD; 8 cosumer cormes home with new
content on her cell phone, which she lays on
it table. While she makes dinner, the home
network interoperability system discovers the
device ond 1ts mew conlben, th.wcmni.m\ {I=]
other devices in the network suppon different
DR Ms and negotiates among those DRMs.
“s0 by the time the consumer comes hack,
s resdy 10 play.”

MicTosolt's roudmap o opening THEM
I.'IL'}'IIHLI closed [FTY Ay ALEETES T crilace
a larger comyvstem of networked devices
s buised on a deal-at-a-time process well
underway of M5TY s sister division, Win-
s [igitad Medha, These the comparny 15
pizrsainig o combinatuo ol both rogeLary
dials and “somee layer of ahstraction that's
supposed o reconcile thess sysiems,” says
Mlnrcus Matthins, product meamager, Windows
Digtal Media division,

“Whle e tred 10 lay the grindwork fora
Bt o chent Beappeening oustside of a standands
body today.” Matthias says. “That's not o
sell indusiry consortin and stendards bodies
shont, We're pant of many of those and con-
bt wherever we can add vadise, thowgh
we're e a pan of Coral, The thoagh thas
abstracting everything will produce interoper-
aivility—time amd the market will tell wheth-
er that's workable”

With or witheut a comgdeted Tramework
like Coral's, he insists that “interoperability
gets to market faster when you have paniners
commitied to getting contend and devices 1o
market, 10 the process of building thal eco-
systern, There ans u o of both techinical und
business level decails”

The strategy has paid off. "“We have

4 | SereenPlays | For a MRED subsonpbon go o s soeerclhymmag, com

a huge coosystem of coment, kardware
and other parners,” Mathias peies. “The
number of devices thut support cur REM
shows thot hnving technology that's ncces-
siblie wned more than affordahle really does
make a difference,”

Toward that end, Microsofl hes inteprated
with Macnnision, one of the most widsly
employed DIRM systems for sireaming video
onver Ihe open Intermel. “Windows DEM cun
respect that Macrovision bi” Manhias says,
Audditsonally, through s court settlement
with RealMerworks Inst October, Microsnft
il Beal agreed to work ogether (o enhance
imteroperabality between Windows Media and
Feemal's Helix DRM SV Belicrosadt wall
also enabbe Real to focilitste the playback of
comeent on non-Windews portable devices and
per=sonal comguiters.

Microsodi also reached an agreement lnst
year with Mokia for plisg-ins o Windows
Media 1o convert from Open Mobile Alli-
ance (OMA) DRM 10 Windows DEM, "o
e consamer doesn’t ave o think aboud ;"
Mtthins says, “From our perspective, mobile
i% wery imru:u‘l;ml!. The growtl m handses
ard conbem s astromemical. We anticipane a
lot of great scenarios betwoen handset and
PC that we wamt io enable.”

The Windows Media 10 plarper client
rebeased 0 2004 mclimbed for thee Gt tine
support for a handset fo directly soquine
mubile contend. “Evangelizing thut with hand-
set mokers ond service providers hns bed to
ety o both sides—nof only Nokia, b
alzo Motomale and Yertzon, who 1s using our
codee and DRM for download, sabscription
and variows other modizls,” he savs, RealNet-
wiorks also is commatied to supporiing OMA
stumdands within the Helix DRM platform,

Stmilardy, Microsolt has developest meth-
aucls fowr conweriing encrypied cable dagical

see DRM |28
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Hollywood'’s Security Jones
Overreaching or Justifiably Prudent?

Manufacturers, Others
Fear Added Costs and
Complexities Are too
High a Price to Pay to
Assuage Studio [itters

By PETER LAMBERT

Even as oontenl protectuon inalimives
ke leadway on the interoperibility front
the ultimate poal of epcosrmging greaier
comaumer freedom remaing in limbo as Hol-
Ivwond studios ratchet up demands for ever
higher levels of projection.

The waighest point of collision over
comtent protection isswues s defining whit
is reosonahle, and how muwch is enough
or adequate,” says Peter M. Fannon, vice
president, technology policy, govermment
and regulation for Panasonic Corporation of
Morh America. “Everyone agrees that rea-
sonhlbe protection needs to be offered own-
ers of contend. but common sense solutions

DRM | fronne 24
services dirsctly po Windows DEREM. Wit due
upcoming Windows Vista operating sysiem,
comsumiers will be ahle to use Windows
Media Cenger 1o ke in dignital coble con-
fenl, Llii'n'_'ll:,.' frowmn Ui swall 1o the PC-HID,
preminm channels, the whole nine yands—
withowt & see-1op box, analog conversion or
finfrored | blaster, So there ane a ke of axcit-
ing scemarios,” Malthios savs, “The DREM
et af that rvialves cormversion of the
cable contenl from the operstors conditional
aoceas system—which s designed o pro-
icct the servioe, but docan’t have mudes like
DR —to Windmas [XEM amad the ohility to
marze the conlent vin Windows Media
Manlaias enaphasizes thol Macosofi's
DRM is o for Windows devices only, “"We
offer source code for non-Windows devices
an well,” hee says, “Inoan emvairnment where
there miy b anuthir operiting system on o
hamdset, for example, the device 5 not pre-

willl servie everyone best.”

Compromises on such common sense
solutions have grown more problematic in
recent miomths, On ome end of the spectrum,
some content owners push for implemenia-
tion of multiple layers of protection fechnol-
oy, while device mokers push 1o minimize
technology costs (0 moximize murket accep-
tanee nnd retums. This lenskon hus incrensed
with the accelerated svailwhility of both
closad IPTY operntor services amd ‘owver-
Phee-tog” Intermet multimedia services obbersd
directly (o bmadband Infemet surlers,

That wssue s “nghl ot the center of
everything pomg on,” Fanmon says. In IPTY
vidden service systems, a tightly miegrated
end-to-end, middleware- to-seiiop RM
system like Microsolt's METY solution
his proved preferable to some magor oprera-
tos, inchucting British Telecom, AT&T, Bell
Canmidi and Swisscom, The approach his
prowest bingely uu;:d.'r,pl’.ill'lh 1o trahitionad TV
Flnlgnllnnu!rv: iLI|I:| '\"DI:I Copleil SR TIERS My
;mﬁﬂ}'i:lg those IFTW services, However,
pidustry officials expect oonsumers also wall
avarl themselves of divect broadband acoess

clucled from wing our codecs or DRM which
b a huge conent base, which means hand-
sel makers do not hove o build their own™

Tounity such interoperubility deals.
Micresall developed 1ts PlayFarSure pri-
gram, “Al o retail store you'll see this blue
guitar pick PlayForSure logo, and DREM
i un imiportant part of it” Manhias soys.
“With Apple, people con understand yiom
can gel coment from a sowrce, Curs i dif-
ferend, covering up 1o thousands of sounces
and devices. Our partners can test and oer-
tify, and consumers seeing the PlavForSore
bogn can koo thad the device they re buay-
pge willl sk with men just other devices bt
all thesse sourees of content,”

Diespite all these considerations, as a
founding member of DLMA, Microseft
cold well sign off lnter this year on DEM
guidelines, part of which muy onginage with
e Cwral Consortium. But, in any case,
blanhias says. “Eoosystem building ks the

Peler Fanmon, VI, sechralogy poticy,
gevermment i regalarion, Parasone

tck Imtermet video services delivered outside
such closed syslems,

The danger that open Intemet content
muwing around the home, as well ns content

See SECURITY | 26

sustainable model going forwand.”

For now, the technologizal specaficity of
Ciorals frumeswork remains & mysiery bo oll
bunt select evalumors, Licy says the comsorivm
is determaned b keep the fnumevwark “hose™
enoigh b ensure mformanon exclesnge with-
ot peckang winners and losers among compet-
ing technologies. This opprosch would lign
with the nequirements of device miamfocturers
anel [HEM supphiers whio note that stanclins
can sometines sifle moovation

“Elements of Coral make sense o us,”
says Stephen Balogh, director of content
prodection entities for Intel. =Tt doesn’t make
sense o pick iriple DES or AES encryp-
thon, for example, bacause you then create
A simgle poant of failure. I you lock things
into hordware. you bose flexibility. But we
all have o define things like whut "copy
omee” mezmns, because right pow 18 can mean
dhifferent things. Having that kind of conver.
genoe around those enms makes sense” [l

A 2006 | SeveenPlays | 15
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