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falling vt the “analog hole"—the lnk in
huwmie nerworks where a DVR or other digi-
tal dievice employs an analog oatpul to &0
aialog TV —will Eck the protections offered
by chosed IPTY systeans has increased
Holbywood's desine 1o see additional con-
ient protections like digital watermarking

applicd. Some in the CF amd video Intemet
discritution seciors charscienze such effons
as “overreaching”

“The thing thal concerss s most s tat
this bitser fight just continues 10 alienae
consumers with hassbe, umil they say, ‘T
just go read a book instead”)” says Dimdtry
Shapiro, CEQ of video Inernet portal Vieoh

High Security at Low
Costs Is New Mantra

As major players strive to resalve the
tension between rights holder desires
for maximum security and device maker
desires. for optimael costs, new technobogy
inpovaikons may vet open doors: o resson-
ably priced solutions.

In March. for example, Verimatrin
announced availahility of a new wser-spe-
cific forensic digitn] watcrmarking solution.
While many content providers wutermirk
mivies betone encryption. they also want
o see Cwitermark post decryption and
posit-deooding, 50 you hive a clear chain of
cusbody ™ und o close the amalog hole, says
Sleve Oetegenn, executive vice president,
global sales amd marketing, for Yermuris

Tor continue that choin down o the set-
top leveld, the new Videobfark sodvaare
incorponses an algombm optimized for
the himited processing power of @ set-lop
box. Although it enables associmtuon of
specific comtent with a specific set-op and
subsgriber, VideoMark won't prohabii illic-
it copaing at the anadog hole, Howeves, he
ankels, “voull be able to trace the culpeit”

In it entingty, the Vermmalrs copry jao-
fection solwtion stores encrypion keys al
the headend, then decryplion i the set-iop,
Every sel-top recerves a dagital certalicage for
authentivation on the metwaork, “and then we
prowide key managernent,” Oelegenn savs
“I's what we eall IPRM-plus, a coment pro-
tection DEM pw.‘l:lgf_' :hsiwul for IPTV”

As g Coral Consortium member Vers-
wnitrix 1% mndful of complexity and cosgs
associated with sdditional prosection
schemes, hence the algorithm desizgned
around minkmal processing reqoinements,
Oetegenn sayvs, Canghi between indusiry
seChors, is primary constiucnoies ane oon-
tent providers and network operators.

Kt Chetepermm, EVEF, _|_'|'|:||'x1|' siles
il sarrkesing, Veriouniria

“We're secang considerable uptake and
requiremsents for watermarking across the
globe” he oo, “The early sdopiers will
likely be in the hospitality industry, due 1o
earlier release windows, but we have albneady
signed [FTY customers. in Japan, Earope and
the U5, all of which will deploy session
b, set-top box watermarking ihis year”

Conditional sooess system suppliers also
are secking to satisfy content owners while
tnckling the increased complexity associat-
el with extending their reach beyond chosed
IFTY systems imo networked conswmer
devices. In Jomeary, for example, Widevine
Technologies reached an ngreement o
pre-integrate s Widevine Cypher Vertoud
SmarrCand fechnology meo medin proces-
sors produced by Sigma Designs, which
clnims approximately 7% of all [IFTY sl
o bomes, as well as use in a vanety of
Blo-ray players, DV D players, digital media
aclupters nmd porabie medis players. B
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Metworks amd former CBEC and foander of
Alonix, o peer-lo-pecd secifily ciimpiany
whose sollions are now i Use amaong
banks mil other enterpeise markels.

"l Eneourage mainsream broadcasters o
undersiamd @ scenario thai jsn't aboul creat-
ing technical rosdhlocks, but about provid-
ing a user experience that makes piracy liss
wempiing,” Shapiro says. “In an office next
o me, & dozen engingers are smar enough
o pirate comtent. The reason they don't is
that it's casier and less cxpensive o bay it
on i Tunes. That's what [Appbe Compater
chairman Steve] Jobs did well: pirney is just
B0 time-consaming. The motion pieture
industry needs o get o a great price point
amd. wseT experience.”

Cornl Consortium president Jack Lacy
wrees, Pointing bo iTunes a5 & winning oon-
sumer proposition. Lacy argoes thot “'some-
times the best security is o really good busi-
ness model. We've seen solutions thnt are
ool completely secure. but that have enjoyed
greal swecess. We need (0 create intuitive
propositions with high quality and ease of
use: | buy ndevice, | know how it's poang o
b useful. Thot's the biggest chollenge.”

Mlecting that challznge “is nad 0 tnvial
problem,” he says. “Hul rght now we have
u situntion where the comsumer nms into the
boundaries. s predictable thot the indosiry
wonalel first have crented a situation that is o
bit oo conlining. Now we need (o remove
thint barmer so comsumers don’ | see 11

Like Shapiro, Panasonic’s Famnon angues
that the reasonable goal of coment profection
15 0 Keep honest people homest or proysde
encuigh of & spesd bump o mske real pirses
o thevess knesw fhal e content owner his a
righd fo g afler them m court, Al you need
is simple, imexpensive mechanisms that are
enoutggh for viist mapoeity of users and e,
aned for anyone whio imtends o misuse 11, you
bunvie the right to begal recourse.”

"r‘l'llj|¢ P‘anﬁmﬂlil:, @ pnuJL'l.'E'r of devices
Usillg m Iff}iil.':ij;.d Trmmmixxil:ll] l:'unu:rll
Protection), i+ glad the Digital Living Met-
wiork Alliance 1 embriscing hnk secusny
fgee p. 1), Fannon says his company is con-
certied that other techmnologhes treaten o
discousage coment consumpiaon He poins
o MPAA effonis 0 “revise the brosdceas)
flag law with language defining enforcement
‘over digital petworks.” which could be your
hioine network. Who has the nght 10121 you
what you can send from point o paint on
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