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Verimatrix and VCAS for DVB

V i i  S h  & S i  S

TopicsTopics

 Verimatrix Snapshot & Security Strategy
 One-way Network Solution and Components
 Hybrid Networks Solution and Components Hybrid Networks Solution and Components
 Combined One-way and Hybrid Solutions
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Verimatrix Snapshot

Founded 2000

Scope Content and Revenue Security for multi-network, 3-screen applications:
IPTV, DVB one-way, DVB Hybrid & Over-the-Top to STBs, PCs & mobile devicesy y p

Headquarters San Diego, California, with satellite offices in USA, People’s Republic of China, 
Singapore, The Netherlands, France, Russia, Argentina and Colombia

C 300 i 40 i i l di 20 Ti 1’ d 2’Customers 300+ operator customers in 40 countries, including 20 Tier 1’s and 2’s –
protecting more than 12 million screens for IPTV, DVB, DVB Hybrid and PCs

Partners Over 100 ecosystem channel & integration partners Ericsson, Huawei, Nokia 
Siemens Networks, Thomson and ZTES e e s et o s, o so a d

Investors Goldman Sachs, Mission Ventures, Crescendo Ventures, Cipio Partners, JK&B 
Capital and SunAmerica Ventures
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3-Dimensional Content Security

Network Dimension – beyond broadcast, cable, telco, mobile network 
distribution silos, leveraging advantages of proven IP technologiesdistribution silos, leveraging advantages of proven IP technologies

Device Dimension
Portability & 

transparency with transparency with 
network-centric key 

management for 
flexible mix of devices

Protection Dimension
Multi-layer security to 
enable rich business 

models, copy traceability 
and combat theft of 

service
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Content Security for 
DVB One-way Networks



VCAS for DVB – Key Benefits

h d ff

Cost-effective and Fully Scalable SolutionCost-effective and Fully Scalable Solution

 High-end, cost-effective pay-TV security
 All pay-TV business models , incl. token-based IPPV & Push VOD
 Very efficient EMM mechanism incl. instant EMM transmissiony
 Self-provisioning via mobile phone/web, incl. prepaid vouchers
 Middleware-independent SI Server for EPG data feed
 Efficient form factor: Up to 1 million STBs in 2 RU; very scalablep ; y
 Unified head-end for DVB, Hybrid and IPTV services via OMI

Multi-level client security and upgradingMulti-level client security and upgrading
 SW-based client, secure SOC, removable HW-based client
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VCAS for DVB – One-way Context

Broadcast
Content N x Video Encoders + 

Statistical Multiplexing

Broadcast System
Configuration Manager

DVB Simulcrypt
Mux/Scrambler &
DVB  M d l t ViewRight STB for DVB

GUI / EPG

Broadcast/One-way STB

EIT

Statistical Multiplexing
and Rate Shaping MPEG-2 TS

ASI or IP

Verimatrix
SI ServerTV Program 

DVB-x Modulator
DVB-x Receiver

with or w/o smart card

g
EPG VCAS-secured

DVB-C, DVB-S
or DVB-T Network

g
Schedules

Subscriber Managenent
and Billing Systems

CW & AC
Over-the-air 

Manufacturing
Time LoadVerimatrix

OMI

ECM

EMM

Over the air 
STB update Verimatrix Code

Signing 
and Provisioning

Verimatrix
Broadcast CSM

VerimatrixKey

BCSM
Database
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VCAS for DVB – One-way Networks

 Head end Components

Solution ComponentsSolution Components

 Head-end Components
 Operator Management Interface (OMI)
 Broadcast Content Security Manager (BCSM)
 Verimatrix EncryptionEngine with Key Gun Verimatrix EncryptionEngine with Key Gun
 Verimatrix SI Server (option)
 Mobile Phone & Web-based Self-Provisioning (option)
 Video Pre-Encryptor (option for Push VOD)yp ( p )

 STB Components
 ViewRight STB for DVB featuring a choice of:

 Software-based Client
 Secure SOC implementation
 Hardware-based, removable security (smart card)

 ViewRight CI for DVB - Common Interface module
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 Verimatrix Code Signing & Provisioning



VCAS for DVB - Overview

Ad d S  F i li  d F

High-end Pay-TV Security in Cost-Effective FormatHigh-end Pay-TV Security in Cost-Effective Format

 Advanced System Functionality and Features
 Compact, Scalable and Upgradeable
 Choice of SW and HW Based Clients Choice of SW- and HW Based Clients
 Multi-Level Client Security and Upgrading
 Middleware-Independent EPG Data Play-out Middleware Independent EPG Data Play out
 QuickStart Solution for Fast Service Launch

An integrated component of a multi-screen solution 
with single content authority support
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VCAS for DVB – Self Provisioning

MPOS in Context: Mobile Phone or Web InterfaceMPOS in Context: Mobile Phone or Web Interface

Broadcast
Content

Broadcast/One-way STB

N x Video Encoders + 
Statistical Multiplexing

and Rate Shaping MPEG-2 TS
ASI or IP

Broadcast System
Configuration Manager

DVB Simulcrypt
Mux/Scrambler &
DVB-x Modulator

DVB-x Receiver
with or w/o smart card

ViewRight STB for DVB

GUI / EPG

EIT
EPG

TV Program
Schedules

Verimatrix
SI Server

VCAS-secured
DVB-C, DVB-S

or DVB-T network

ECM
CW & AC

EMM

Verimatrix
Broadcast CSM and
EncryptionEngine

MPOS: 
Choice of 

Mobile phone 
and WebBCSM

Database Prepaid
Vouchers

Code

Short Message Service (SMS):
- Registration (one-time)
- Ordering of Services & Tokens

Verimatrix MPOS

Vouchers
(optional)

Verimatrix OMI
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- Check account balance, etc.

Web interface offers same 
functionality as mobile phone

Subscriber Mgt 
and Billing System(s)

SMS
Parser



Security Models and Options

Multiple Models Supportable in a Single Head-end Multiple Models Supportable in a Single Head-end 

Enhanced
SW security

Removable
HW security

Hardened
device 

security
Removable
Security 

Basic
SW security

STB SoC v/
Onboard 
Security

Standard
STB SoC

y
device

Personalized
STB SoC

Standard
STB SoC

Broadcast

ViewRight
client

ViewRight
client

ViewRight
client

ViewRight
client

Multiplexer
Simulcrypt Scrambler

Broadcast
Content

Any delivery network - DVB-S/DVB-C/DVB-T/IP
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Content Security for 
DVB Hybrid Networks



Hybrid Networks
Combining the Advantages of Broadcast and IPCombining the Advantages of Broadcast and IP

High Bandwidth, Linear Content
One-to-Many Services

Broadcast RF Tuner / Transport
Hybrid STB

Interactive, Video-on-Demand
One-to-One ServicesOn-demand

Broadcast Network
DVB-S, DVB-C, DVB-T or ISDB-T

Broadcast
Content

IP Stack

Middleware / GUI

u e / a spo t

Best of
Both Worlds

Broadband IP Network
Managed Network &/or Over-the-Top

On-demand
Content

 Cable, Satellite & Terrestrial operators:
 Augment one-way services with IP-based VOD and OTT services
 Add interactive program guide and transactional services

 IPTV operators:
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 IPTV operators:
 Add high bandwidth, linear programming incl. HD to IPTV services
 Use IP network for VOD and OTT services



Content Security Evolution

B d i   O  N k

Hardware vs. Software-based SecurityHardware vs. Software-based Security

 Broadcasting = One-way Network
 HW-based security using Smart Cards
 Cards may be subject to hacking and piracyy j g p y

 IPTV = Two-way Network
 SW-based security - no need for smart cards

R id bilit  i   f t d i Rapid renewability in case of suspected piracy
 Hybrid = Two-way Network

 Transition from legacy CA/cards to SW securitya s t o o egacy C /ca ds to S secu ty
 Single SW-based CAS for both broadcast and IP
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Verimatrix – Hybrid Support

SW b d  i  f  h b id i

Video Content Authority System (VCAS™)Video Content Authority System (VCAS™)

 SW-based revenue security for hybrid services
 Replaces smart card-based, legacy CA
 Simplified operations and logistics; lower total costp p g ;

 Entitlements sent point-to-point over IP
 Less complex, more secure and saves bandwidth

 ECMs in broadcast mode – DVB Simulcrypt
 Transparent deployment alongside incumbent CAS (if any)

 VideoMark – User-specific Watermarking VideoMark User specific Watermarking
 Enables Forensic Tracking to last authorized recipient

 Independently audited – zero exposures
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 Approved by all major studios and broadcasters



VCAS for DVB Hybrid

SW-based DVB-IP Hybrid SolutionSW-based DVB-IP Hybrid Solution

VCAS 3 Head-end

Verimatrix Subscriber Mgmt/

Verimatrix 

Verimatrix 
Content Security

Manager

Verimatrix 
Operator Mgmt

Interface

Subscriber Mgmt/
Middleware/

Billing System
Keys

Middleware UI

VideoMark

O d d 

VCAS Key Management

VCAS-secured
Broadband Network

Verimatrix 
MultiCAS/DVB

Verimatrix 
VOD Encryption 

Manager

Keys Simulcrypt 
Mux, Scrambler

& DVB-x Modulator

VOD Server
VCAS-secured

Broadcast Network

ViewRight STB
On-demand 

Content
Broadband Network

Broadcast 
Content
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VCAS for DVB: One-way + Hybrid Solution

Single Content Authority for Multiple Network SupportSingle Content Authority for Multiple Network Support

Broadcast
Content GUI / EPG

Broadcast/One-way STB

DVB Simulcrypt

DVB-x Receiver

ViewRight STB for DVB
w/SW, SOC or HW client

Hybrid STB

Verimatrix 
SI Server
(optional)

EIT / EPG

VCAS-secured 
One-way
NetworkVCAS Single Content Authority

Verimatrix CSM & 
MultiCAS/DVB

Verimatrix Broadcast CSM

DVB Simulcrypt
Mux/Scrambler &
DVB-x Modulator

VCAS-secured 
Hybrid

NetworkEMM
CW & AC

ECM

Verimatrix 
OMI

Subscriber
Management
System(s)

DVB-x
Receiver

IP
Stack

ViewRight STB for Hybrid
w/VideoMark Watermark

Middleware GUI

Hybrid STB

VCAS
DB

Verimatrix Broadcast CSM

Indirect (one-way) 
and direct (hybrid) 

return paths
For activation and 

service management

IP return path
for ViewRight 
hybrid clients

Verimatrix 
EncryptionEngine

Key 
Gun
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service management hybrid clients



VCAS Multi-Screen Support

Mobile Broadcast
Network

Broadcast, Broadband, Mobile & OTT NetworksBroadcast, Broadband, Mobile & OTT Networks

Broadcast

3G/4G/WiMax/WiFi
Telecom Network

DVB 

Broadcast
Content

Broadcast
Network

Head end

DVB-IP 
Hybrid STB

On-demand
Content

Head-end
Processing.

Encryption

by              

Broadband
Network/
Internet

DOCSIS 
Cable Modem
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MultiRights DRM Support

Multiple formats 
and content protection schemes

for TV  PC and Mobile worlds

Mobile broadcast/VOD IPTV broadcast/VOD

Single logical 
content source

and rights management

for TV, PC and Mobile worlds

VCAS

DVB broadcast/VOD

Portable / Mobile

OMA DRM

PlayReady

VCAS

VCAS

DVB broadcast/VOD

Wi-Fi portable

y y
DRM

Marlin

VCASVCAS

PC/Mac broadcast/VOD

Wi-Fi portable Marlin
DRM VCAS PlayReady
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Verimatrix VCAS 3 – Summary

V i t i  VCAS 3 SW b d  it

Converged Services: A Win-Win OpportunityConverged Services: A Win-Win Opportunity

 Verimatrix VCAS 3 SW-based revenue security
 Multi-network, multi-screen support from unified head-end
 More ways to monetize content

 Simplified operations and logistics; lower total cost
 User satisfaction – “Prime Time on My Time” 

 Increased “stickiness” & ARPU = Higher profits
 Subscriber self-provisioning and account mgt

 Reduced cost for call centers / customer care
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Thank YouThank You

aguitine@verimatrix.com
www verimatrix comwww.verimatrix.com



TM

Video Content Authority System

Next Generation Security Next Generation Security 
for 

Multi Network  Multi Format Multi-Network, Multi-Format 
Digital TV Services
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