
Advanced Clone Detection and Reporting 
Verimatrix QuantumID is a key option within the Video Content Authority System (VCAS) that enables 
even “perfect clone” client devices to be readily identified and reported to the pay-TV network 
operator. Creation of cloned client devices can potentially lead to theft of video services and 
compromise security of any unprotected system. QuantumID technology creates a totally unique 
identifier for each client device during normal usage. This unique identifier combines the physical 
identifiers of the client device with a specific fingerprint related to operational events and client 
usage patterns. 
QuantumID enables unique client identification on any type of content distribution system.
This includes architectures where the physical network topology connecting a subscriber to 
the network cannot be uniquely identified, or where a single physical connection may support 
multiple clients. This makes the use of QuantumID extremely attractive to operators with 
broadcast network architectures, especially where client devices do not have a permanently 
connected back-channel.

Features
 Platform OS Solaris 10, Linux (RHE v4/5)
 Head-end interfaces DHCP, SNMP, Custom
 GUI Java based
 Sweep frequency Operator controlled, typically monthly
 Middleware interface XML-RPC subscriber management interface works
  in push or pull model compatible with multiple   
  middleware packages
 Networks supported  All distribution network types, including RF and
  other point-to-multipoint delivery networks

QuantumID extends the security perimeter of the IPTV network by introducing an additional layer 
of client identification independent of the physical hardware. This identifier can be used to support 

additional authentication and re-provisioning mechanisms designed to address theft of service 
through device cloning. With powerful authentication techniques such as QuantumID, theft of

service in pay-TV systems due to client cloning can be reduced or eliminated.
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